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. User speaks an utterance, e.g., “voice”

to the two mics of the phone

ASVY:

Automatic Speaker Verification and

one or authentication system deduces TDoA
each phoneme to the two microphones.

Spoofing Countermeasures Challenge

SASV challenge
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2. The microphones records both the frequency
shifts at around 20kHz and the voice sample.
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extracted for liveness detection.
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3. The voice is separated for authentication and
Doppler shifts are extracted for feature extraction.

Linghan Zhang, Sheng Tan, Jie Yang, Yingying Chen,
VoiceLive: A Phoneme Localization based Liveness
Detection for Voice Authentication on Smartphones 23rd
ACM Conference on Computer and Communications
Security (CCS 2016) Vienna, Austria, October 2016

Linghan Zhang, Sheng Tan, Jie Yang. "Hearing Your
Voice is Not Enough: An Articulatory Gesture Based
Liveness Detection for Voice Authentication". 24th ACM
Conference on Computer and Communication Security
(CCS 2017).

cy-based and energy-based

1. The built-in speaker emits 20KHz tone
and microphone listens the reflections.

Audible Voice
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Tg?nmbegé)j trlglia‘ Acoustic Model Waveform generation Category
A01 | 3800 | 3716 LSTM-RNN WaveNet-vocoder TTS
A02 | 3800 | 3716 LSTM-RNN WORLD-vocoder TTS
A03 | 3800 | 3716 - Feedforward NN WORLD-vocoder TTS
Train & dev A04 | 3800 | 3716 | - | Unit-selection Waveform concate TTS
A05 | 3800 | 3716 - Conditional-VAE WORLD-vocoder VC
A06 | 3800 | 3716 - GMM-UBM Spectral filtering VC
A0T7 - - 4914 | LSTM-RNN WORLD & GAN filtering | TTS
. A0S - - 4914 | LSTM-RNN Neural source-filter model | TTS
Evaluation A09 - - 4914 | LSTM-RNN Vocaine-vocoder TTS
A10 - - 4914 | Tacotron WaveRNN TTS
All - - 4914 | Tacotron Griffin-Lim TTS
é D % I];E Al12 - - 4914 | - WaveNet-based TTS TTS
e A13 - - 4914 | Moment matching NN | Waveform filtering TTS-VC
E% %D Al4 - - 4914 | LSTM-RNN STRAIGHT-vocoder TTS-VC
A15 - - 4914 | LSTM-RNN WaveNet-vocoder TTS-VC
5}?‘{% A16 - - 4914 | Unit-selection Waveform concate TTS
Al7 - - 4914 | Conditional-VAE Waveform filtering VC
EE%D A18 - - 4914 | i-vector & GMM Glottal vocoder VC
A19 - - 4914 | GMM-UBM Spectral filtering VC

Massimiliano Todisco, Xin Wang, Ville Vestman, Md Sahidullah, Héctor Delgado, Andreas Nautsch, Junichi Yamagishi, Tomi Kinnunen, Nicholas Evans, Kong Aik Lee,

“ASVspoof 2019: Future Horizons in Spoofed and Fake Audio Detection”, Interspeech 2019, Sept 2019
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Shen, Jonathan, et al. "Natural TTS synthesis by conditioning WaveNet on mel spectrogram predictions." 2018 IEEE International Conference on

Acoustics, Speech and Signal Processing (ICASSP). IEEE, 2018. 21
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Spoofing and countermeasures for speaker verification: a survey

False acceptance rate (%)

Zhizheng Wu, Nicholas Evans, Tomi Kinnunen, Junichi Yamagishi, Federico Alegre, Haizhou Li

Speech Communication 66 130-153 2015&@@
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The ASVspoof 2019 database

Xin Wang, Junichi Yamagishi, Massimiliano Todisco, Hector Delgado, Andreas Nautsch, Nicholas Evans, Md Sahidullah, Ville Vestman, Tomi Kinnunen, Kong Aik Lee, Lauri
Juvela, Paavo Alku, Yu-Huai Peng, Hsin-Te Hwang, Yu Tsao, Hsin-Min Wang, Sebastien Le Maguer, Markus Becker, Fergus Henderson, Rob Clark, Yu Zhang, Quan Wang,
Ye Jia, Kai Onuma, Koji Mushika, Takashi Kaneda, Yuan Jiang, Li-Juan Liu, Yi-Chiao Wu, Wen-Chin Huang, Tomoki Toda, Kou Tanaka, Hirokazu Kameoka, Ingmar Steiner,
Driss Matrouf, Jean-Francois Bonastre, Avashna Govender, Srikanth Ronanki, Jing-Xain Zhang, Zhen-Hua Ling, Computer Speech & Language, 2020
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| —1 GMM-UBM |
I—ECC ____"“--—6 BN LCNN - \G Welghted
f% T45 LFCC P1CMVN [-------. @ LCNN - GG* score
CQT gram |- N 1o averaging
- — & T LCNN 0
gram =@ > LCNN “~ Norm. on each
< sub-system
Yk T24 LFB cep. coef. ResNet18 emb. > NN (1layer) }| Score fusion
CQCC ResNet18 emb. > NN (1layer) (unspecified)
_»| stats.
a9 Scattering trans. = gglgé?gr?i
A ¢
Mel-spec. gram _ counting
WORLD vocoder >
% TO1 DCT(log|DFT|?) GMM-UBM > Logistic
IMFCC GMM-UBM regression

LT

% T04

* 150

* 160
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VAE (enc)
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Trained with 2,580 bona fide and 9,420 spoof trials
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CGCNN

i-vector

CGCRNN

A

Log CQT gram

Phase gram

MFCC
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i-vectors
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ResNet18
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Score
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CNN
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Y

Wave-U-Net

T W/o training data
j from SS_1 (A01),
raw-audio CNN VC_1 (A05)

Logistic
regression

: Padded to 12.23s
Raw audio  p===s7=--meo
First 3.7s
Batch with equal numbers of bona
fide and spoof trials) N obiloNet
DFT gram 1 I QLICTNe
= ?am . (56 6 » DenseNet
—-— f’am . > MobileNet
g ResNet
DCT gram MobileNet
[N x M]: MobileNet
N dimensions per frame ResNet

M frames

Weighted
score

averaging

Andreas Nautsch, Xin Wang, Nicholas Evans, Tomi Kinnunen, Ville Vestman, Massimiliano Todisco, Hector Delgado, Md Sahidullah, Junichi Yamagishi, Kong Aik
Lee, "ASVspoof 2019: spoofing countermeasures for the detection of synthesized, converted and replayed speech”, IEEE Transactions on Biometrics, Behavior, and
Identity Science

28



AHiER 2 OB LD T«

x40 %] :b<1‘ﬁﬂ]'€‘%%®7ﬁ)\?

— 77 A VBAMETIVIEDEET +—7

b
-

L
-

N
-

e

Miss probability (in %)

oo O

-

Ln

o m N

\.- \1\ \“{ T \ \ NNRNEANY RN NN X \ T T T
NN e\ ‘
_\\\ h smgle T45 \ NN \ smgle TO5 i

primary TO5

0.22% -

| | | |

S B RN

0.102 05 1 2 5

10 20 30 40

False Alarm probability (in %)

29



AHMER 3 T —T T AU - REOEHTITI—

Tandem-Decision Cost Function (t-DCF)
Al attackers
<>>> (TTS/VC) e > Pa
a Human attackers
(Non target) .......................................................................... > Pb

True 5 s o5y ham FASLE
users Accept Accept
_ (Real) |=zz==(- i (Target)
TA4—T7x147 | EF"“—CI:%?E% >
il e

& l lipc

v Reject

True P; (Fake) (Non target)
users a.b.c.d

C. Cost for a specific type of errors
_ 7;  Prior of a specific type of errors

Tomi Kinnunen, Héctor Delgado, Nicholas Evans, Kong Aik Lee, Ville Vestman, Andreas Nautsch, Massimiliano Todisco, Xin Wang, Md Sahidullah, Junichi Yamagishi,

Douglas A. Reynolds "Tandem Assessment of Spoofing Countermeasures and Automatic Speaker Verification: Fundamentals” IEEE/ACM Transactions on Audio,
Speech, and Language Processing 30
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